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OVERVIEW

This how to guide introduces the Google Bot - Generate and Refresh Token. Instead of spending
precious time and resources on repetitive, manual tasks, let Automate go to work and streamline
your IT and business processes with robotic process automation. Automate can take over the
manual steps which greatly reduces repetitive activities and improves the quality and consistency
of the work. The top processes being automated are report generation, file movement, data
import and export, and scheduling batch processing.

The Google Bot - Generate and Refresh Token is based in the Google Identity Platform. It
executes the OAuth2 access token request to the URI “oauth2.googleapis.com/token” provided
by Google for the OAuth Authorization Code Workflow. It uses a “grant_type” parameter with
“authorization_code” (authorization code workflow) type at first time token generation. Once
the token is generated within the first execution of the bot, it will use a “grant_type” with
“refresh_token” in order to refresh the token during next executions. The expiration time for the
token is by default 1 hour. We recommend to analyze its behavior and set the execution of the
bot according to your needs in order to use the generate token on a daily basis and make any
Google Bot work with it. You can use a single bot to maintain the token obtained with the
Authorization Code associated with more than one security scope or, if you create various client
IDs, you can make copies of this bot to individually maintain various tokens associated with
different Auth Codes associated Scopes.

Carefully check the PREREQUISITES and the HOW TO EXECUTE THE GOOGLE BOT - GENERATE AND
REFRESH TOKEN sections to get detailed information.



https://developers.google.com/identity/protocols/oauth2

PREREQUISITES

e Automate: The Google Bot depends on Automate software in order to work. The minimal supported
versions are:

o Automate Ultimate 11.2
o Automate Plus 11.2
o Automate Desktop 11.2

e Automate Markup Language file ((AML): The primary file type used in Automate which contains the
steps of our Google Bot task

e Google API: In this example we will use the Google Analytics Reporting API, but the procedure is the
same for other Google APIs:

o Enable the Google API of your interest in your Google account: In order to be able to connect
through API to the Google, you need to enable it within your developer console account. To
do so, enter to the console with this link. Once login and it is the first time you enter, you will
be asked to create a project, all your integrations with google will be associated to a project.
In next image you can see that we named the project “Automate”. Go to API library menu in
the left and look for the Google API:

= Go gle APls Q, Search for APIs and Services -
& Search Q_  Google Analytics Reporting AP X
Filter by 2 results
CATEGORY Google Analytics Reporting API
Advertising (1) l Google
Access report data in Google Analytics.
YouTube (1)

Once enabled the status will be shown as this:

Google

l Google Analytics Reporting API

Access report data in Google Analytics.

w TRY THIS API (2 @ APIEnabled



https://console.developers.google.com/apis
https://console.developers.google.com/apis/library

o Create a credential within the Google API: Once the API is enabled, you will need to create a
“OAuth 2.0 Client IDs” credential in order to obtain the necessary values for connection
(Client ID and Secret):

= Go gleAF’lS e Automate w

l APls & Services

Analytics Reporting AP Credentials

I Overview R
. Credentials con

=

Metrics To view all credentials o

|=] Quotas

Or Credentials

OAuth 2.0 Clie
O Name

Q, Search for APls and Service:

I -+ CREATE CREDENTIALS I W DELETE

OAuth client ID
Requests user consent so your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

After selecting OAuth client ID, you will be presented with next screen. Complete the

necessary information:

Select “Web application” as the type:

Assign a name to the credential:

Set a proper redirect URI for callback. This is for
example for getting the Authorization Code later

& Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information.

Application type *
Web application v

Learn more about OAuth client types

Name *
[ Automate

The name of your UAuth 2.0 ¢ TN, TS Name 15 only USeq 10 10 entity the client in the
console and will not be shown to end users

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

=+ ADD URI

in your browser. Example:
http://myautomatesandbox.com/callback

Authorized redirect URIs @

For use with requests from a web server

=+ ADD URI

CREATE CANCEL

Once created, you will be provided with t

he Client ID and the Client Secret. Save them

safely, you will use them later for the Bot Configuration.


http://myautomatesandbox.com/callback

o Authorization Code for first execution: Once the credential for the Google API is created and

configured you will be able to get the Authorization Code needed for first time Bot Execution
to obtain the Token and Refresh Token. For this you will need to open in your browser the
URL shown later (change the #CLIENT_ID# and #RedirectURI# with yours) and you will receive
the Authorization code in your browser address bar. Note that in the URL we must specify the
scopes needed and the redirect URIL. In this example the scope s
“https://www.googleapis.com/auth/analytics.readonly”. This allows read-only access to
the Google Analytics Data. You will need to provide your login information and once you
accept the request permission, you'll get the Auth Code within your browser address bar.

Remember that the Code is associated to the username provide when login, as well the
token generated with the Auth Code gotten. So, the token generated by using this
authorization code will be associated with this username.

Next you can find an example of the request URL, the Acceptance Window and how you get
the code:

Authorization Code Request URL:

https://accounts.google.com/o/oauth2/v2/auth?scope=https://www.googleapis.com/a
uth/analytics.readonly&access_type=offline&include_granted_scopes=true&response_t
ype=code&redirect_uri=#RedirectURI#&client_id=#CLIENT_ID#

G Sign in with Google

Example of an Acceptance Window:

Google OAuth 2.0 Playground
wants to access your Google
Account

@ useredomain.com
This will allow Google OAuth 2.0 Playground to:

‘, See, edit, create and delete all of your Google @
Drive files

Make sure that you trust Google OAuth 2.0
Playground

You may be sharing sensitive info with this site or app. Find
out how Google OAuth 2.0 Playground will handle your data
by reviewing its terms of service and privacy policies. You
can always see or remove access in your Google account

Find out about the risks

Cancel m

Authorization Code in browser address bar:

http: ffexample.comjcallbackj?code:lay]@e)(ﬂ.i ..... 810Fsjed30V7 puwlstate=a39th23hnt23




Some Google APIs scopes that you might need for the Google Bots: Here’s a list of other

scopes for the different Google APIs. Select the one needed according to the task that will be
performed. For example, if you just want to get data (not edit) from a file in Google Drive, you
might select the “https.//www.googleapis.com/auth/drive.readonly”.

=  Google Analytics Reporting API:

https://www.googleapis.com/auth/analytics.readonly
https://www.googleapis.com/auth/analytics

=  Google Drive API:

https://www.googleapis.com/auth/drive.readonly
https://www.googleapis.com/auth/drive.file
https://www.googleapis.com/auth/drive

= Google Sheets API:

https://www.googleapis.com/auth/spreadsheets



https://developers.google.com/analytics/devguides/reporting/core/v4/rest/v4/reports/batchGet
https://developers.google.com/drive/api/v3/about-auth
https://developers.google.com/sheets/api/reference/rest/v4/spreadsheets.values/get

How TO IMPORT AN AUTOMATE TASK

Compatible file types can be imported to the repository via drag-and-drop
From the Server Management Console, navigate to the Repository section

Drag the desired file(s) from its original location and drop them into the folder in the SMC. Files can be
dropped into the folder icon or the main panel (as shown below). Imported object(s) are automatically
placed into their corresponding repository location.

Repository

Conditions are automation objects that are used as an automatic starting point of an AutoMate Workflow.

@NewFolder wes

Tasks Views = Groups =~ Search and filter

r_ Pro. -
I Wait for File X to exist in Folder ¥ @ Idle @ ‘Waste Time
-

CKC_XS_ y_Trigger Trigger on Alt+A G}= Logon Watc!

Home Share

EI * T . » Computer + Locq Disk (C:) » temp » BPA Conditions v Search BPA Conditions o

3 Documents - MNazfne . Date modified Type Size
B3 Downloads r
) | Exported BPA Conditions [6 itemnsl.ampkg  5/27/2014 %22 AM AutoMate BPA 0. 10KB
u!] Misc )
Jl Music

= My Workflows




HoOw TO EXECUTE THE GOOGLE BOT - GENERATE AND REFRESH TOKEN

If this is the first time running this task, we will need to set some parameters
Open the Server Management Console and locate the imported task

Edit the imported task by right clicking on the task and selecting edit
IEHS

Automate Tasks are automation objects that execute an Automate task on an Automate Task Agent. A task is a collection of steps that perform an automated sequence of actions.

@ New ® Edit @ Run Properties @ MNew Folder @ Recycle Bin
@ Views ¥ Groups ¥

Task (1)

Google Bot - Generate and Refresh
Token

Run
Export
Cut

Copy
Select All
Delete
Rename
Disable
Lock
Properties

Goto

From step 2 edit the next variables according to you desired output:

e var_GetTokenURL: The URL used to request a Google Token. It is set to the default URL provided
by Google:

https://oauth2.googleapis.com/token

e var_AuthCode: This is the Authorization Code gotten during step by step provided by Google
(mentioned in the prerequisites). This is used just when first running in case a token and the
refresh token do not exist.

e var_RedirectUri: The URL for redirection. By default, it is set to http://localhost. We don’t really
need this value for the Bot operation but it is a requisite and needs to correspond with your
credential configuration.

e var_Clientld: This ID is unique to your credential and is used for initiating OAuth.

e var_ClientSecret: This will be the Client Secret generated within the Google credential created.


https://oauth2.googleapis.com/token
http://localhost/

e var_TokenFileOutput: This will be the path and filename in which you want the bot to create the
txt file with the token and token refresh string generated. Default:

C:\Automate\GoogleToken.txt

Here is an example of the content of the text file generated:

Nj *GoogleToken.txt - Notepad - O X

File Edit Format View Help
access_token:yhr29.a0ATHESMB7Tz6BVRHIdismCT84lwLerl
refresh_token:L//@hKeHgPAAZZ5bCgYIARAAGBESNWF-L9I r'a|

IMPORTANT: If the Authorization Code is changed, you need to delete this file before first Bot Execution.

Save and close the task

Select the task and click on Run

Tasks

Automate Tasks are automation objects that execute an Automate task on an Automate Task Agent. A task is a collection of steps that perform an automated sequence of actions.

@ New @ Edit @ Run Properties @ New Folder @ Recycle Bin ses
@ Views ¥ Groups v

- Task (1)

Google Bot - Generate and Refresh
Token

Select your Agent and click on Run again

Tasks

Automate Tasks are automation objects that execute an Automate task on an Automate Task Agent. A task is a collection of steps that perform an automated sequence of actions.

a B Tasks ©

= samples

[ sapsor Select Agent/Agent Group

r‘ Tareas dtiles Select the Agent/Agent Group to run the task or process on
[F= Conditions Name
= Processes

@ AUTOMATEBSQAD01




APPENDIX A - TROUBLESHOOTING

e logs: Each iteration of our bot creates a log file for troubleshooting. You can locate the log file
under C:\Automate\Tasks\<<TASK NAME>>. By default, the task name is Google Bot - Generate

and Refresh Token.
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